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QUBITEKK UNVEILS FIRST PLUG-AND-PLAY QUANTUM SOURCE FOR EMERGING QUANTUM COMPUTING AND QUANTUM CRYPTOGRAPHY MARKETPLACE
· Device can significantly reduce the development time associated with emerging quantum computer designs 
· Can be used to produce quantum repeaters and quantum memory devices
· First application is quantum encryption to protect critical infrastructure from cyber attack
· Future applications unlimited
· Developed by Dept. of Energy quantum entanglement scientist 


SAN DIEGO, CA (May 14, 2014) – San Diego startup Qubitekk unveiled today its Quantum Entanglement Source, a critical component for quantum computers and virtually unhackable quantum encryption systems. Formerly known as GridCOM Technologies, the company was recently renamed to reflect its core quantum entanglement technology, rather than a single application.

The Qubitekk Quantum Entanglement Source (QES1) simplifies and drastically reduces the cost of generating and controlling quantum bits, or qubits, the life-blood of powerful universal quantum computers. And since the QES1 can be easily scaled into arrays, engineers are for the first time free to explore larger, more powerful quantum computing architectures.

Without the QES1, creating these qubits is highly complex, cumbersome and very expensive. Currently only nation states, government agencies and multi-billion dollar corporations can afford quantum computers. These early commercial systems are not “universal,” meaning they are capable of solving only a very narrow range of problems. Even with these limitations, they are still room-sized and require special cryogenics to operate at near absolute zero.

Watch the video at www.qubitekk.com. 

With the potential to be thousands of times faster than today’s most powerful supercomputers, quantum computers hold immense promise in giving us the ability to understand and manipulate our world in ways never before thought possible. 



Imagine a cure for cancer being developed in a few years instead of decades; or being able to predict catastrophic weather patterns weeks in advance; or creating a sustainable, environmentally friendly fuel supply to solve the world’s energy needs forever. 

“The Qubitekk QES1 allows developers to explore more complex quantum computing architectures in less time, less space, and at a much lower development cost,” said Dr. Duncan Earl, Qubitekk founder and CTO. “The possibilities are endless. We could never think up all the ways quantum technology could be applied. Our hope is that the QES1 will speed the advances needed to make quantum computing and other quantum technologies a widespread reality.”

Without qubits, quantum computers won’t work. Just as classical computers use electrons to move and modify bits of information, quantum computers use qubits - made from photons or atoms - to do the same. 

These qubits are modified by gates and routed within the quantum computer to achieve desired outcomes, whether it’s modeling biological processes, simulating dark matter and other theories of the universe, or cracking encryption codes.



Beyond Quantum Computing: Quantum Encryption and the Internet of Things

Humans and machines are communicating at historically unprecedented levels. Just as increased human communication changed society in the last century, machine-to-machine (M2M) communications will revolutionize our world this century.
Trusted communications over the Internet are possible because of relatively secure public key encryption. But technology is entering a new era: The ‘Internet of Things.’ By some estimates there will be 26 billion connected devices on the Internet by 2020, a development that brings with it numerous challenges, including those in security that traditional communication models have not yet addressed. 

At the same time, quantum computers are becoming commercially available. With the potential to process millions of calculations simultaneously, quantum computers will ultimately render today’s math-based public key encryption algorithms useless. 

Without a secure, scalable alternative, the Information Age will grind to a halt. Currently, no solution exists for securing communications in a post-quantum computer world. 

That’s why Qubitekk has developed a future proof quantum encryption solution than can authenticate and guarantee the integrity of wired and wireless communications, regardless of computational advances. The technology leverages the unique properties of quantum mechanics and the inherent randomness of the universe to provide tamper proof security.

For Qubitekk, the first application of its QES1 will be to protect critical infrastructure.




Protecting the Electrical Grid from Cyber Attack

There is no doubt the US electrical grid is vulnerable. Widely reported results of a federal analysis released in February 2014 concluded that even a small-scale attack could cause a national blackout. 

And in 2003 an unintentional power grid failure plunged the northeastern United States into darkness. It lasted just two days but killed 11 people and cost $6B. That would pale in comparison to a state sponsored cyber attack, which could cause a nationwide blackout costing many billions more and taking several months to correct.  

Leading government, industry and cyber experts also agree that such an attack is only a matter of time. The Department of Homeland Security testified that in 2012 it had processed 68 percent more cyber-incidents involving Federal agencies, critical infrastructure, and other select industrial entities than in 2011, according to a recent Congressional report.

“My online shopping account is more secure than many parts of the grid,” said Earl.

For that reason, Qubitekk’s first goal is to fortify the vulnerable US power grid, which currently consists of about 40 million networked devices (power stations, transformers, reclosers, etc.), all of which use public key encryption. With the adoption of Smart Meters, that number is expected to reach 300 million by 2020. Each device is a potential entry point for malicious hackers. 


How does it work?
Entangled photons created by the QES1 share a special bond. Any change in one is instantly registered with the other, no matter where in the universe each may be. It’s science even Einstein called “spooky.”

Qubitekk utilizes this natural quality in its Quantum Data Locking system, which will be the first commercial quantum encryption solution that can rapidly and cost effectively protect any M2M network from cyber attack.

Machine-to-machine communications involve any devices that communicate with each other over a wired or wireless computer network. To secure these systems, a future proof method for easily and reliably guaranteeing the integrity of those communications is required. 

“Qubitekk’s Quantum Data Locking solution can guarantee that the command a smart meter receives originated from the proper utility and not a terrorist. It can also guarantee that the message was not tampered with in any way. It can do this forever and without the need to manage secret keys and/or algorithms,” Earl said. 

At its core, Quantum Data Locking (QDL) uses the QES1, where a laser excites a periodically poled potassium titanyl phosphate (PPKTP) crystal to produce pairs of tamper-proof quantum entangled photons.
 
The Quantum Data Locking system converts a classical message into a quantum message by methodically reconfiguring a fiber optic switch in a manner that corresponds to each subsequent letter in the classical message. The result is a varying distribution of the entangled photons to eight receivers located up to 20 km from the message origin. Because the photons are entangled, any effort to intercept or modify the transmitted photons (or the message) is immediately detectable. 
The eight receivers measure their received photons and publish these measurements over wireless channels for all nearby devices to poll. Devices gather information from each receiver and then use simple logical functions to reconstruct the original message.
If the reconstituted message is self-consisted, each device can confirm that tampering has not occurred and “commits” to the command
No secret keys are required to authenticate the message, nor is any special hardware or  optical fibers required at the individual devices.
Due to the unique properties of quantum mechanics, the QDL can detect with 100% assurance any attempt to manipulate communication between devices. 
Unauthorized commands are ignored, preventing any malicious or unwanted action, and a tamper alert is sent to the system operator.
Qubitekk’s Quantum Data Locking works on both unicast -- one machine sending data to another single machine -- and multicast -- one machine broadcasting data to numerous other machines -- networks. Most applications will be on multicast networks. 

Beyond the Power Grid: Protecting the Homeland, Privacy and More.
Critical infrastructure like the electrical grid is just the beginning. In the years to come, Qubitekk aims to be the first to commercialize scalable quantum encryption networks that financial institutions, transportation providers, telecommunications companies, retailers, military and other M2M network owners can quickly and easily apply to protect their equipment, systems and data.

An increasing number of breaches into the customer databases of major retailers and recent revelations about mass surveillance are fueling public concern about privacy and security.
A survey by the Pew Research Center found that the majority (54%) of mobile phone users have uninstalled or avoided apps due to privacy concerns. Eighty-six percent of Internet users have taken steps online to remove or mask their digital footprints, according to another.
“The first Internet and cell service providers to offer quantum-protected communications will have customers lining up for their services,” said Earl.
In February 2014 Army General Keith Alexander, the commander of U.S. Cyber Command and outgoing director of the National Security Agency, told Congress, “[Cyber] attacks are coming and I think those are near term and we’re not ready for them.”

In a report filed by the Washington Post Alexander cited threats to government computer networks, financial institutions, transportation and more, adding that financial losses could range in the trillions of dollars.

“Quantum cryptography is our best weapon against these growing threats,” said Earl. “A priority must be placed on developing these solutions before it is too late.”


About Qubitekk, Inc.
San Diego-based Qubitekk, formerly known as GridCOM Technologies, is a private company founded in 2012 to commercialize the core technology required to speed the adoption of quantum computing and cryptography technologies and applications. Dr. Duncan Earl, founder and CTO, is an expert on quantum entanglement solutions, having served 20 years at Oak Ridge National Laboratory (ORNL), most recently with the Cyberspace Sciences and Information Intelligence Research group. Learn more at www.qubitekk.com 
Qubitekk’s Quantum Data Locking technology was named as one of Popular Science magazine’s “20 Ideas that will Change the World,” in January 2014 under the company’s former name, GridCOM Technologies. 

Since 2012 Qubitekk has raised more than $2 million in working capital.
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