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Over half of Security
Operation Centers are
overrun with redundant
security tools

Trend Micro research 2’303
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Market insights reveal that large
organisations have an average of
almost 46 security monitoring
tools in place.

Half (51%) of SOC teams no longer use many of these security
tools due to:

D Challenges of integration
| 1' 42%

= No availability of skilled professionals

= 39%

Difficulty in operationalising them

38%

Technology being out of date

37%

Lack of trust in these tools

20%

The potential business cost is high

$235k is the average sum organisations stand to lose
if they fall foul of the GDPR due to a cyber

incident

admit they are already dealing with a breach or
expecting one within the next 12 months

The human cost is equally high

In addition to licensing and maintenance, SOC teams are
Increasingly stressed to the point of burnout.

550/ admit that they are not confident in their ability
O +to prioritise and respond to security alerts

Overwhelmed Anxious

Over 70% are emotionally 37% are too stressed to relax 43% admit to turning off
overwhelmed by security alert outside of work alerts due to stress
volume | |

Ignorant

Grumpy ~ Daredevil  Wishful Thinker

G

*a f
o»

L

A

]

28% are irritable with friends 40% ignore what is coming 50% hope another team
and family in entirely member will step in

Find out how your SOC analysts can see more, and react faster,
to stop attacks in their tracks.

To find out more, visit trendmicro.com
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