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Stay in the know. No matter where you are.
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Cybersecurity Risks and
Liabilities for Employers,
Retirement Plan Sponsors

and Fiduciaries
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This VR Tool Lets a Company
Police Its Networks Like Neo
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Here's One Class Action Ted
Frank Won't Be Objecting To

last updated about 11 hours ago
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Class Objectors

Pity security analysts. The complexity of the
corporate networks they guard makes it
difficult to spot a crime as it's taking place.
Maore often than not they're stuck digging
through digital logs trying to piece together
what happened. It's often tedious work,
though the pay isn't bad. Imagine if
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Frequent class settlement objector Ted
Frank won't be objecting to this class action
—here, he's the lead plaintiff (Frank v.
BMOCorp. Inc,, E.D. Mo., No. 17-870,
complaint filed3/10/17). Frank turned to

Edelson P € a nlaintiffs’ class action firm

On the frontier of privacy and data security, everything

is always changing. One enforcement action, breach,

or class action suit could shift the landscape entirely.
With changing and new technologies come new risks
and responsibilities along with new laws and regulations.

Read the privacy and data security story as it unfolds.

Get real-time reporting on happenings
at home.

context and insights direct from the sources making
the headlines-so you get the full picture.

We've got U.S. data and privacy news covered, so
you can cover your bases.

Data crosses borders. So does our coverage.

You need instantaneous news from countries around
the world. You need to understand regulations that
might impact your organization, your customers and

your bottom line. Bloomberg Law: Privacy & Data
Security includes news and commentary on privacy
and cybersecurity issues from across the U.S. and
around the world with Bloomberg Law's premier
news services Privacy Law Watch™ and World Data
Protection Report ™.

From data hacking to the Internet of Things and everything
in between-Bloomberg Law: Privacy & Data Security
draws on a global network of reporters covering data,
security and the changing laws and regulations as they
develop. Our reporters deliver real-time news with
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Quickly zero in on the hottest areas of privacy and data security law based on topics
covered in our industry-leading notifications.
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Plan for what's next and get a firsthand look

at new laws with Upcoming Enactments charts that help you know what's on

the horizon. Includes links to related news, Country Profiles and statutes affected.

UK ICO Guidance

Privacy Policies Under...

:
eral Data... LI lmplermention af..
N 5
| )
B ok ©

0 Overview of the |

Setting Hesponsibilitics

& Expectations for the...

Data Protection...

Ravarian NPA guidans &
paper on GDPR...

Federal Data Prozection
Commissione:...

VN )

‘ IN PRACTICE UPCOMING ENACTMENTS
Topics + viewing all toples Jurisdictions
2007 E 2007
Ej Oct Nov Dec Jan Feb

EUE @

Fecleral Minisiry of the
Interior: Second Draft...

Declaraton of Lander

The GDPR and You
I E (D'ata Protecuon...

CHART BUILDER EU GDPR DEVELOPMENTS UUSE:{3) (e, [N ECLCR( )]

-+ viewing all Jurisdictions View All Content

Mar Apr May Jun Jul Aug Sep Oct

Guide for Respomsible
Processing under the..,

Guidelines for the
ES Fstablishiment af ..

Article 29 Working
Party: Adoption of...

GB ®

ICO: Guidance: GDPR
Consent [Consultation...

Gusicdedires, i

|dentifying a...

]

Guidelines on Data
Progection Officers -

Access the EU GDPR Developments Tool to get the latest analysis, guidance, legislative history and industry

scrutiny on this critical regulation.




Tools

Understand the global impact of change.

Chart Builders

Save time with exclusive,
easy-to-use chart builders to
quickly compare varying laws
and requirements across
multiple states and countries.
Build charts by jurisdiction
and topic for domestic breach
notifications and medical
records requirements and
internationally for Global
Workplace Privacy and

Data Protection by country
and topic.

& ‘ IN PRACTICE UPCOMING ENACTMENTS CHART BUILDER EU GDPR DEVELOPMENTS ‘

JURISDICTION Harm Required? [ Type of Notification

Click to Enter a Jurisdiction Q | Penalty for Non-Disclosure | Definition of Breach |

O Alaska © California © Minnesota @ New York | Form of Data | | Whom to Notify

© Pennsytvania | Law Enforcement Exception

| Compliance with Laws Exception |

| Maintain Own Policy Exception |

| Public Information Exception | | Good Faith Exception |

| Other Exceptions | Explicit Private Right of Action? |

| Definition of Personal Information that Triggers Notification |

| Apply to Encrypted Data? | | Miscellaneous Provisions Medical Privacy Chart
Builders include Medical
Record Access, Retention

and Disposal, Disclosure

Content of Notice

SORT COLUMNS  EXCEL  +WORKSPACE  CLOSE CHART ) >) Open MiRows | | Close ANl ows £ Medical Inf .

of Medical Information,

\LASKA CALIFORNIA MINNESOTA NEW YORK and Special Protections
avered Entities =% for Sensitive Health

Information. All charts can
Any person or business that conducts Any person or business that conducts Any person or business which conducts be eXlDOfted into Excel for
quick sorting, note-taking and
sharing with colleagues and
stakeholders.

Any person doing business, any

government agency, or person with business in CA, and that owns or business in MN, and that owns or business in NY and either owns,

more than 10 employees that owns or licenses computerized data that licenses or maintains personal licenses, or maintains computerized

licenses personal information of an AK | includes personal information. Cal. Civ. | information. Minn. Stat. § 325E.61(1Na), | data that includes private information.

Keeping up with the speed of change means
understanding what is happening today, anticipating
what is happening tomorrow and transforming
knowledge into action. Utilize fully integrated tools,
data and primary sources that span the whole world...
and that you can customize.

Access a one-stop shop of international
regulations, risks and forecasts.

Start your research with dozens of country profiles
including relevant privacy statutes and regulations,
strategic overviews of countries’ risk environments,
emerging issues, regulatory frameworks and outlooks.

Whether you are managing risks and staying compliant
with the help of external counsel or doing the work in-
house, Bloomberg Law: Privacy & Data Security has the
practical guidance and tools to turn your strategy into
action with connected primary sources, chart builders
and customizable search tools and global intelligence.

Quickly compare laws in different
states and globally.

Save time with exclusive, easy-to-use chart builders

to quickly compare varying laws and requirements
across multiple states and countries. Build charts by
jurisdiction and topic for domestic Breach Notifications
and Medical Records requirements and internationally
for Global Workplace Privacy and Data Protection by
country and topic.

Understand local interpretations of these laws to
help you navigate the risks for your organization,
communicate with business partners and sharpen
your competitive edge.

Get guidance to elevate your practice.

In Practice tools include exemplar policies and
provisions, checklists and forms to facilitate your drafting
needs for privacy and data security tasks such as:

® Managing a data breach

® Managing privacy and data security risk in mergers
and acquisitions

¢ Designing a privacy policy

Cross-border data transfer
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Analysis

Define your vision. Craft your plan.

The story of privacy and data security
is about more than just machines and
information. It's a story of changing
connections between individuals,
groups and society. It's about the
boundaries between public and
private... and the gray areas in
between.

Itis about information and the ways
itis protected, moved, stored, used
or revealed. Understanding these
shifting realities and nuanced aspects
is essential to keep your business in
compliance, developing solutions,
and focusing a vision to take the lead.

Dive deep with unrivaled expertise to
define your strategy.

Mitigate risk

Compliance Risk Benchmarks
provides a global landscape of the
relative compliance burdens and
risks across numerous topics and
over 45 jurisdictions so you can
advise your clients on critical risk-
based decisions, privacy program
resource allocation and development
of streamlined or rationalized global
privacy programs. Use the Compliance
Risk Benchmark visualization to easily
communicate the risk and burden
spectrum to your clients.

Leading voices on privacy
and data security law

Understand the impacts of new
regulations, laws and enforcement
actions with commentary and analysis
by newsmakers themselves on
privacy and cybersecurity issues in
the U.S. and around the world. Our
comprehensive coverage includes
insights from advisory board
members and thought leaders
who help you stay focused on
what matters.

A long tradition of expertise

Bloomberg Law: Privacy & Data
Security draws on institutional
experience to inform your practice
and business. We bring sources and
voices to the forefront so you will
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Potential Criminal Imprisonment : No
Potential Civil Penalties : 54

15 there a Private Right of Action 7 ne
Number of Authoritative Regylators
Does this require a DPO 7 Yes

Risk Benchmark Score:
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@Australia

L Applicable Laws and Regulations

A Information Protected

8. Who 15 Covered

€. Emplayee Records Exemption
0. APP Policy

. Infarmation Collaction, Access, and
Correction

E. Information Disclosure

. Data Management
i, Regulatory Autharities and Enforcement
L. Risk Erwircnment
V. Emarging Issues and Outlook

. The APPs. Dffective March 12, 2014

B. hational Surveillance Law Proposal

€. Mandatory Dt Bresch Notficstion
Law

D. Matadata as Parsonal Information

E. Prepesad Statutary Actlon for Sericus
IFruasions of Privacy

F. Guidance Consultation on Big Data
G. Repulatory
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AUSTRALIA

AUSTRALIA
Alec Christie of Ernst & Young, Sydney, provided expert
review of the Australla Country Profile and wrote the

Risk Environment section. [Last ugdated March 2017, —
£d]

I. Applicable Laws and Regulations

Australia has 3

arivacy regime feund in the
Privacy Act 1988 (Cth) as amended, the most recent
amendments entering inta effect on July 1, 2016, From
2001 unil March 12, 2014, the Act contained a set of
Mathonal Privacy Principles (NPPs), which regulated the
collection, use, helding, and disclesure of personal
infermation by private sector entities and a set of

Prir
collection, use, holding, and disclosure of parzonal

Infarmaticn Privacy

ples [1PFs] that regulated the

Infermation by Federal public sector agencies. In 2014,
bath the NPPs and IPPs were superseded by a new set of
13 Australian Privacy Princigles (APPs), which generally
impese additional requirerments for the pratection of
persanal information. The Office of the Australian
Infarmation Commissioner (OAIC) has published a guide

comparing the NPPs and APPs. The NPPs remain
significant because ceveral Australian states have

Incorporated NPP standards into thelr State laws.
A Information Protected

The Brivacy Act (56) sets forth a broad definition of
“pers
agin
in

nformation,” encompassing all information or
about any identified or reasenably identifiable

adual, even if the information or apinion is untree and
even if it is not recorded in any material form. The statute
further identfies several cateporias of “sensithve
Information,” which receve greater protection, most
notably the requirement that the entity must have the
consent of the individual to collect such infermation (APP
3. 3(a)). “Sensitive informaticn” is defined in Section 6 as:

[al Information or an opinion about an indwvidual's:

{i} rarcial or ethnic erigin; or

olitical apini
{lily membership in a political assoclation; or
{iv) religious beliefs or affiliations; o

i) philosophical beliefs; or

Country Profiles

Assembled by a team of international privacy and data security experts, access detailed
content, including detailed analysis of the Risk Environment, that helps you answer
questions about the privacy and data security landscape of a given country.

understand the regulations, laws
and complex regulatory landscape,
as well as the implications to your

organization.

Access our collection of portfolios
offering insight and guidance from
leading privacy and data security

authorities.

Written by expert practitioners, titles
include Cybersecurity and Privacy in

Treatise titles provide expert
practitioner insights and guidance to
help you make sound decisions and

plan with confidence. Titles include
Practical Guide to the Red Flag Rules:

Identifying and Addressing Identity
Theft Risks and Cyber Liability in the
Age of the New Data Security Laws.

It's a whole new world. Here's your

compass.

Business Transactions: Managing Data
Risk in Deals and Cross-Border

Data Transfers.
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