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Q2 2021 DDoS
Attack Trends

The number of unique C2s and their
lifespans increased in Q2

Unique C2s Unique attack victims Average _Iifespan
tracked per family of a C2 (in days)

Gafgyt 505 1,528 52

Mirai 349 15,618 28

loT DDoS botnets shrank slightly in Q2
but remain pervasive with changing hotspots
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C2s C2s issuing DDoS botnet
attack commands hosts
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Q2 2021 DDoS attack stats
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The largest volumetric attack The largest packet throughput
Lumen scrubbed attack Lumen scrubbed

419 Gbps 132 Mpps

Multi-vector attacks Combinations of mitigation types
represented 38% addressed that saw the
of all DDoS attacks largest increase in Q2 include
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Top 5 verticals targeted
in the 500 largest attacks

Software
& Technology

32% 21% 15% 10% 0%

Telecoms Government Hosting Gaming

See how DDoS threats evolved compared to Q1 of this year by
reading the full report from Lumen and Black Lotus Labs“.

READ THE FULL REPORT NOW



https://assets.lumen.com/is/content/Lumen/lumen-quarterly-ddos-report?Creativeid=69f2e521-ae68-4e86-b488-fc0c6c88eb6b

